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(57)Abstract: . 
PROBLEM TO BE SOLVED: To protect the copyright 
of audio/vidual (A/V) data by providing copyright 
information to an A/V data file handled on a computer. 
SOLUTION: Copyright information as file property 
information is stored to a header part of a file. The 
copyright information consists of file copy generation 
limit information and is encrypted by a prescribed 
encrypt key kc. In the case of accessing this file, at 
first, the copyright information is extracted from the 
header part Since the copyright information cannot be 
decoded when the user accessing the file has no 
encrypt key kc, A/V data stored in the file are cannot 
be read. In the case of copying the file, since the copy 
generation limit information is rewritten and the 
rewritten copyright information is stored again, the 
copy generation is limited. Or the A/V data mam body 
is encrypted by other encrypt key kd and the key kd is 
encrypted by the key kc with the copyright information, 
then the copyright is more surely protected. 
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CLAIMS 

fClaim(s)] . . . r .. . i . 

[Claim 1] The step of the encryption which enciphers copyright information in the protection- 
of-copyrights approach of the created digital data based on an encryption key The step of 
copyright information storing which stores in the predetermined field <>fa file the copyright 
information by which encryption was carried out [ above-mentioned ]. The protection of- 
copyrights approach of the digital data which accesses to the above-mentioned file and is 
characterized by having the step of the decryption which decrypts the copyright .reformation by 
which encryption was carried out [ above-mentioned ]. and the step of the protection of 
copyrights which performs protection of copyrights based on the copyright information by wh.oh 
the decryption was carried out [ above-mentioned ]. 

[Claim 2] It is the protection-of-copyrights approach of the digital data characterized by being 
the field where the above-mentioned predetermined field stores the attribute information on 
the above-mentioned file in the protection-of-copyrights approach of digital data according to 

[Claim 3] It is the protection-of-copyrights approach of the digital data characterized by 
consisting of information to which the above-mentioned copyright information restricts the 
copy generation of the above-mentioned file in the protection-of-copyrights approach of digital 

data according to claim 1. . . 

[Claim 4] It is the protection-of-copyrights approach of the digital data characterized by being 
saved even if the above-mentioned copyright information performs predetermined file 
manipulation to the above-mentioned file in the protection-of-copyrights approach of digital 
data according to claim 1 . . . 

[Claim 5] It is the protection-of-copyrights approach of the digital data characterized by making 
each of the step of the above-mentioned encryption, the step of the above-mentioned 
copyright information storing, the step of the above-mentioned decryption, and the step of the 
above-mentioned protection of copyrights on predetermined application software in the 
protection-of-copyrights approach of digital data according to claim 1. 

[Claim 6] It is the protection-of-copyrights approach of the digital data characterized by making 
each of the step of the above-mentioned encryption, the step of the above-mentioned 
copyright information storing, the step of the above-mentioned decryption, and the step of the 
above-mentioned protection of copyrights on operation system in the protection-of-copynghts 
approach of digital data according to claim 1. . . , . ■ j 

[Claim 7] It is the protection-of-copyrights approach of the digital data which is changed into 
the format corresponding to [ in case the digital A/V data obtained by carrying out 
predetermined file manipulation to the above-mentioned file in the.protect.on-of-copynghts 
approach of digital data according to claim 1 are changed and transmitted to the signal of other 
formats ] a format besides the above in the above-mentioned copyright information and is 
characterized by the above-mentioned thing done for transmission with the signal of a format 

besides the above. . , . 

[Claim 8] It is the protection-of-copyrights approach of digital data of having further the step 
of other encryption which enciphers the body of data of the above-mentioned file stored in the 
above-mentioned file based on other encryption keys in the protection-of-copynghts approach 
of digital data according to claim 1, and the step of the decryption of others which decrypts the 
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above-mentioned body of data based on an encryption key besides the above, and carrying out 
the step of the above-mentioned encryption enciphering the above-mentioned copyright 
Information, and an encryption key besides the above with the above-mentioned encryption key 
as the description. 

[Claim 9] It is the protection— of-copyrights approach of the digital data characterized by making 
each of the step of encryption of others [ above ] t and the step of a decryption of others 
[ above ] on predetermined application software in the protection-of-copyrights approach of 
digital data according to claim 8. 

[Claim 1 0] It is the protection— of-copyrights approach of the digital data characterized by 
making each of the step of encryption of others [ above ], arid the step of a decryption of 
others [ above ] on operation system in the protection— of-copyrights approach of digital data 
according to claim 8. 

[Claim 11] An encryption means to encipher copyright information in the copyright protection 
system of the created digital data based on an encryption key, A copyright information storing 
means to store in the predetermined field of a file the copyright information by which 
encryption was carried out [ above— mentioned J, The copyright protection system of the digital 
data which accesses to the above-mentioned file and is characterized by having a decryption 
means to decrypt the copyright information by which encryption was carried out [ above- 
mentioned ]. and the copyright safeguard which performs protection of copyrights based on the 
copyright information by which the decryption was carried out [ above-mentioned ], 
[Claim 1 2] It is the copyright protection system of the digital data characterized by being the 
field where the above— mentioned predetermined field stores the attribute information on the 
above-mentioned file in the copyright protection system of digital data according to claim 11. 
[Claim 13] It is the copyright protection system of the digital data characterized by consisting 
of information to which the above-mentioned copyright information restricts the copy 
generation of the above-mentioned file in the copyright protection system of digital data 
according to claim 11. 

[Claim 14] It is the copyright protection system of the digital data characterized by being saved 
even if the above— mentioned copyright information performs predetermined file manipulation to 
the above— mentioned file in the copyright protection system of digital data according to claim 
11. 

[Claim 15] It is the copyright protection system of the digital data characterized by 
predetermined application software having each of the above-mentioned encryption means, the 
above-mentioned copyright information storing means, the above-mentioned decryption means, 
and the above-mentioned copyright safeguard in the copyright protection system of digital data 
according to claim 11. 

[Claim 1 6] It is the copyright protection system of the digital data characterized by operation 
system having each of the above— mentioned encryption means, the above-mentioned copyright 
information storing means, the above— mentioned decryption means, and the above— mentioned 
copyright safeguard in the copyright protection system of digital data according to claim 11. 
[Claim 17] It is the copyright protection system of the digital data which is changed into the 
format corresponding to [ in case the digital A/V data obtained by carrying out predetermined 
file manipulation to the above-mentioned file in the copyright protection system of digrtal data 
according to claim 1 1 are changed and transmitted to the signal of other formats ] a format 
besides the above in the above-mentioned copyright information, and is characterized by the 
above-mentioned thing done for transmission with the signal of a format besides the above. 
[Claim 18] It is the copyright protection system of the digital data have further other encryption 
means encipher the body of the above-mentioned file stored in the above-mentioned file of 
data in the copyright protection system of digital data according to claim 1 1 based on other 
encryption keys, and other decryption means decrypt the above-mentioned body of data based 
on an encryption key besides the above, and carry out that the above-mentioned encryption 
means enciphers the above-mentioned copyright information, and an encryption key besides the 
above with the above-mentioned encryption key as the description. 
[Claim 19] It is the copyright protection system of the digrtal data characterized by 
predetermined application software having each of an encryption means besides the above, and 
- a decryption means besides the above in the copyright protection system of digrtal data 
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[Claim 20] It is the copyright protection system of the digital data characterized by operation 
system having each of an encryption means besides the above, and a decrypt, on ^means bes.des 
the above in the copyright protection system of digital data according to claim 18. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[ReH 3 of the Invention] This invention gives copyright information as attribute information on a 
datiffi£ and relates to the protectiorr-of-copyrights approach of digital data and a protecbon 
system which protect the copyright of the digital data created as a work by encphenng th.s 
copyright information based on a predetermined approach. 

[Description of the Prior Art] Improvement in the speed of recent years and a ^J^^T 
capacHy-izing of a digital recording medium, development of a computer ^^J*^™** 
3 imagTcompression technology, etc. are **** better ** CG created by *e dig*, zed video 
signal, the sound signal, or computer in connection with ft ^^9^ h ^^^^ 
A/V (Audio/Video). What is recorded as a data file is performed. In this way, the recorded A/V 
data file is reproduced by CD-ROM etc, or is sold and distributed through a network. 
[0003] This A/V data file is treated with a personal computer. And a user can reproduce and 
enjoy this A/V data file with the display unit and audio equipment which were connected to this 
personal computer. 

rKoblemCs) to be Solved by the Invention] By the way. the record medium with which the video 
signal also conventionally digitized in the so-called A/V device and the sound signal ^ 
recorded was treated. In the A/V device, as it was called only playback or record, and playback, 
for example, the function to the A/V data treated was limited. Therefore, *e device ,n which 
copyright is protected comparatively easily was realizable by adding the ^formation about 
copyright to the A/V data recorded on the record medium to the A/V data treated ,n such an 

nOOO^however, the A/V data treated in this A/V device to the above A/V data files — the 
device in which copyright was protected was not introduced like. Therefore, a copy and 
processing of this A/V data file will be performed freely, and there was a trouble that 
infringement of copyright will overrun. A/v j t fi , 

[0006] Therefore, the purpose of this invention gives copyright information to the > A/V data tile 
treated on a computer, and is to offer the proteotion-of-copyrights approach of digrtal data and 
a protection system which protect the copyright of this A/V data file based on th.s mformabon. 

[Ss for Solving the Problem] In the P rotection-of-copyrights approach of the digital data 
created in order that this invention might solve the technical problem mentioned above The 
step of the encryption which enciphers copyright information based on an e ? c ^^"^£ *™ 
the step of copyright information storing which stores the encphered copyright ■«for^0^r in 
the predetermined field of a file. It is the protection-of-copynghts approach of the digital data 
which accesses to a file and is characterized by having the step of the decrypt.on which 
decrypts the enciphered copyright information, and the step of the Protection of copynghts 
which performs protection of copyrights based on the decrypted copyright f°™* tl °"- , 
[0008] Moreover, this invention is set to the copyright protection system of the created digrtal 
- data, in order to solve the technical problem mentioned above. An encryption means to 
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encipher copyright information based on an encryption key. and la copynght .information stonng 
means to store the enciphered copyright information in the predetermined field of a file, ft is the 
copyright protection system of the digital data which accesses to a file and is charactenzedby 
having a decryption means to decrypt the enciphered copyright information, and the copyright 
safeguard which performs protection of copyrights based on the decrypted copynght 

[OMT/Asmentioned above, since the enciphered copyright information which was stored in the 
predetermined field of a file is decrypted and protection of copyrights is made based on this 
decrypted copyright information, rewriting of the unjust copyright information by a user etc. is 
carried out by the ability not doing, and this invention can protect the copyright of data more 
certainly. 

Embodiment of the Invention] Hereafter, one gestalt of implementation of this invention is 
explained. In this invention, copyright information is given as attribute (property) information in 
the A/V data file treated on a computer. Since this copyright information is enciphered and 
written in it is protected from rewriting by a user's editor etc This enciphered copyright 
information is referred to in case data are read from this A/V data file 

[001 1] Drawing 1 shows roughly the system configuration assumed in the following explanation. 
Here the computers 3a and 3b of the side which receives the above-mentioned computer 1 
and above-mentioned A/V data file of an A/V data file sending area to the predetermined 
network 2, and the system to which ... is connected are assumed in this way. In •<"H^ *» or 
more connection also of the computer 1 of a sending area can be made like - "M^"> 
Moreover/these computers 1 and 3a and 3b. and ... operate on predetermined OS (Operation 
System). Although mentioned later for details, this OS has a function corresponding to the 
copyright protection system in one gestalt of this operation. .• . . 

[0012] By computer 1 of a sending area, the A/V data file created w,th the predetermined 
application software A (Software A is called hereafter) is received by tine computers 3a and 3b 
by the side of reception, and „ through a network 2. And, for example in computer 3a this A/V 
data file is read using the predetermined application software B (Software B is called hereafter). 
In addition, you may be Software A and the same application software as Software b. 
[0013] An above-mentioned configuration is an example, and this invention can be applied also 
when the personal computer and digital video tape recorder which contained for example, the 
DVD(Digital Versatile Disk)-ROM drive are connected. 

[0014] Drawing 2 shows roughly an example of the A/V data file structure .none gesi*lt of this 
operation. Date have a file structure general on the whole, and cons.st of a header unit, data 
division, and the delimiter section. ^ 

[0015] A header unit is a field which the attribute (property) information on this data tile 
describes. This property information consists of information, such as irrfot^ation required .n 
order that software and OS may identify this file, for example, thefile name of this ■ fle, file 
format, and data size. Furthermore, in this one gestalt. the copyright information enciphered | by 
this property information is included. This copyright information is read by OS or Software A 
and B, and the protection of copyrights to this file is made based on th.s copynght information. 
Since the copyright information for protection of copyrights is stored as property information 
on a file, this copyright information cannot be deleted. 

[0016] The body of A/V data. i.e.. voice data, and image data are stored in data division. Not 
only the body of A/V data but a program, a script, etc. may be stored in these data division. 
Moreover, these A/V data, a program, etc. can be made intermingled, and rt can a so store. In 
the delimiter section, the termination information on this file descnW for example. 
[0017] Above-mentioned copyright information consists of inforrnation(APS CAn-toePro terton 
System) is called) which directs the copy limit system to the control information (CGMS (Copy 
Generation Management System) is called) and the analog video signal about a limrt of a copy 
generation in this invention. You may make it include information required since authors, such 
as an author name of the data stored, for example and the creation date, assert the copyright 
of that data the data division of this A/V data file, or besides such information . and I the 
information which performs discernment of an author, for example, a personal identification 
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number, and ID in this copyright information. 

[0018] An example of CGMS information and APS information is shown in d rawing 3 . As shown 
in this drawing 3 A. CGMS information consists of 2-bit data, for example, is defined as follows. 
[0019] 00: ft is 1 1:copy failure [0020] which can be possible 01:intact 10:copied [ one- 
generation ] in a copy, tt is judged by reading and referring to this CGMS information by OS and 
software with which this A/V data file is involved whether it is possible to save this file. 
[0021] Drawing 4 shows the flow chart of the copy generation limit by CGMS. When it is going 
to copy a file including CGMS information, for example, first, the header unit of a file is read and 
the CGMS information included in copyright information is extracted. And in the following step 
S2, it is judged whether this CGMS information is in which condition of the above-mentioned 
definitions. If CGMS information is '00', processing will shift to step S5. And in step S5, it .s 
carried out [ that this file can be saved and 3 according to a definition, a copy is performed, and 

a file is saved. . ~. 

[0022] Moreover, if CGMS information is '1 1 ' which does not permit the copy ot a tile. 
Processing will shift to step S3 and a file will be made impossible [ preservation ] accordmg to a 

commuter's ticket. _. ,-, 

[0023] If CGMS information is '10' which permits the copy of only one generation of a hie. 
processing will further shift to step S4. CGMS information is changed into 1 1 which does not 
permit the copy of a file from '10' in step S4. When CGMS information is changed, processing 
shifts to step S5, a copy is performed, and a file is saved. Since CGMS information is changed 
into '11'. this file is made impossible [ a copy ] and, thereby, a generation limit of a copy is 

[0024] In addition, in fact, the contents of the file are once read into buffer memory etc., and 
the copy of a file is made by being written in another field of data carriers, such as memory and 
a disk Therefore, the copy of this file can be treated on a par with pres «_£^n <rf a file. 
[0025] Moreover, as shown in drawing 3 B. APS information consists of 2-brt data like above 
mentioned CGMS information, for example, is defined as follows. 

[0026] 00: APS OFF01 :P SP ON, split burst OFF 10 tP SP ON, two-line spirt burst ON 11 .P 
SP ON fourHine split burst ON [0027] This APS information is a predetermined approach, is 
superimposed by the analog video signal, for example, is sent out to an external video tape 
recorder and an external television monitor. When these equipments that received this APS 
infoimation support this APS. record and projecting of this video signal can be blocked with the 
signal for anti-copying generated based on the signal for an analog copy Umrt generated 
according to the definition. . __ 

[0028] APS The signal for an analog copy limit is not generated in OFF. PSP ON means 
operating the system which superimposes the signal for anti-copying ^taining a false 
synchronizing signal to an analog video signal. In operating this system, AGC of a video ^tape 
recorder to which this video signal was supplied is made to maHunction, and record of a normal 

roS^oreoverON 1 of a split burst means operating the system which adds the color burst 
signal which inserted the reversal burst signal to the part to an analog video signal. In operating 
Z sy^em. with a monitor, a video tape recorder, etc. to which this video signal^ *as supphed, 
APC cannot carry out normal actuation but can block projecting of a normal JJ* 
burst, two methods of the twoHine split burst which adds a reversal burst signal per two lines 
and the four-line split burst which adds a reversal burst signal per four lines are prepared, and 
it is made as [ operate / one of these / alternatively ]. - , 

[0030] Drawing 5 shows roughly transition of processing between the software A and Oi>ll and 
Z aJvSs 12 at the time of saving an A/V data file. The A/V data file 12 exists on 
memory (not shown) at the beginning, and is saved from this memory to record media Cnot 
shownX such as a hard disk, by directing preservation of this file 12 to Sof^are A. I" add^n 
this is applicable to preservation of the A/V data which were not restncted 
example were transmitted through the copy of the A/V data file from the 1st field to the 2nd 
field of a hard disk, or the network etc. , 
[0031] In the computer shown in this example, access to various devices by software. j such as 
memory and a hard disk, is altogether made through OS1 1. Preservation of the created A/V 
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data file 1 2 is directed to Software A. These directions are predetermined formats, with are 
transmitted from Software A to OS1 1. And the key kc which Software A has is passed to OS1 1. 
Then, the copyright information on the A/V data file 12 which exists on memory is first read by 
0S11. Although mentioned later, since rt is enciphered, this copyright information is a 
predetermined approach, with is decrypted. 

[0032] CGMS information is extracted from the decoded copyright information, and it is judged 
according to the flow chart shown in above-mentioned drawing 4 whether this A/V data file 12 
can be saved. When judged [ that it can save and ] as a result of this decision, this A/V data 
file 12 is written in and saved to the predetermined field of a hard disk And by OS1 1, the write- 
in check of this file 12 is made, confirmed information is transmitted to Software A, and rt is 
supposed in the software A which received this information that preservation of a file 1 2 was 
completed correctly. 

[0033] The copyright information included in a header unit has a possibility that it may be easily 
rewritten by the 1 user using the editor which can edit binary data. Then, in this invention, as 
mentioned above, this copyright information is enciphered by the predetermined approach. 
Drawing 6 shows an example of the approach of encryption of this copyright information 
roughly. For example, copyright information is created with creation of the A/V data in the 
above-mentioned software A. Information required since copyrights of the A/V data stored in 
this file, such as for example, an author name and a data origination day. are asserted, and 
above— mentioned CGMS information are included in this copyright information, 
[0034J This copyright information is enciphered based on the encryption key kc which consists 
of a predetermined character string. The encryption key kc is generated based on a user s 
password Pw entered to the software B which reads the software A which creates an above- 
mentioned A/V data file, and the created file depending on specific software, and is reproduced 
or performed Moreover, it is good though such software has this key kc beforehand. 
[0035] The approach of performing by repeating character transposition and substitution to the 
notation or character string which is a predetermined approach based on Key kc as an example 
of encryption with this key kc, with constitutes copyright information is mentioned. While the 
enciphered copyright information is stored in a header unit as property information, the created 
A/V data are stored in data division, and an A/V data file is created. 

[0036] As roughly shown in drawing 7 , the enciphered copyright information which is included in 
this A/V data file is Key kc, with is decrypted in a procedure contrary to the time of encryption. 
That is, the property information stored in the header unit of an A/V data file in Software B is 
read, and the enciphered copyright information which is included in this property information is 
extracted, for example. And the key kc which Software B has beforehand is used, and the 
copyright information which is a predetermined approach, with was enciphered based on Key kc 
is decrypted. The copy generation limit by above-mentioned CGMS is made to this decrypted 
copyright information. 

[0037] In addition, the procedure of encryption/decryption of the copyright information shown 
in these drawing 6 and drawing 7 is theoretic, and it does not stop at being applied to one 
gestalt of this operation, but is applied also to the modification mentioned later. 
[0038] Drawing 8 fits the procedure of encryption of the copyright information shown in above- 
mentioned drawing 6 and above-mentioned drawing 7 , and a decryption to one gestalt of this 
operation, and shows it more concretely. In this example, the encryption key kc at the time of 
enciphering copyright information is generated in OS11 based oh the user password Pw and the 
master key km. 

[0039] The user password Pw consists of a predetermined character string specified by the 
user, and is set up according to an individual in OS11 to the user wha logs in. Moreover, this 
password Pw may be made to be set up in Software A. When Password Pw is set up in OS1 1 
and it is set up in every starting of OS1 1, and Software A a user is asked for an input for every 
starting of Software A. The master key km is set up by the user registration which consists of a 
predetermined character string, for example, is made in the case of install to the computer 1 of 
OS11. 

[0040] The copyright information enciphered from the property information on the header unit 
of the A/V data file 12 is read by OS1 1, This copyright information is decrypted in OS1 1 based 
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on the above-mentioned key kc. And GGMS information is extracted from tfie decrypted 
copyright information, and prohibition/authorization of preservation of this file 12 are judged 
based on this CGMS information. . 
[0041] In this case, based on the decrypted copyright information, prohibition/authorization of 
the access [ itself] to this file 12 can be judged. This copyright information is passed to 
Software A, Password Pw and this copyright information are collated in Software A, and this is 
made by passing that result to OS11. when Password Pw is set up to Software A. 
[0042] In case CGMS information is set up on the other hand to the A/V data created in 
Software A and it is saved as an A/V data file, in OS1 1, encryption of copyright information .s 

made based on Key kc. , 

[0043] With one gestalt of this operation, processing called collating and rewriting _of CGMS 
information for the protection of copyrights of an A/V data file is made in OS1 1 . On this OS1 1, 
copyright information is set up to all the files created, and in case it is all file manipulation, 
processing of collating of this set-up copyright information etc. is made. Then, rtis necessary 
to give compatibility to the file manipulationwhich does not support th.s copyright protection 
system and which was created on other OS's. ^n.:i:*,. 
[0044] Drawing 9 shows the flow chart of access to the file in cons .deration , of the com P^' ,,tv 
of this file in OS11. If access to a file is made, in step S10, it will be judged firet whether this 
file supports the copyright protection system by OS11. This decision can describe the flag 
which shows that to a header unit at the file which supports the copynght protection system in 
OS11. and can be performed by investigating the existence of this flag. Moreover, you may 
make it investigate the existence of the copyright information of a header unit itself. 
[0045] If it is judged that a copyright protection system is not supported, the means ot 
Protection of copyrights against this file will not be take* but preservation of a file w.U be made 

'[0046] On the other hand, if it is judged that the file supports the copyright protection system 
at step S10. processing will shift to step S11. And the copyright information on this 
and decrypted in step S11- The encryption key kc is required from predetermined ^ We (for 
exampleTTbove-^entioned software A and B)from 0S11. and this decryption ,s ! ba^d on 
*T key kc passed from that software to this demand. If a decryption of copynght information is 
made, processing will shift to step S12> : r.^^- n 

[0047] At step S12. CGMS information is extracted from the decrypted copynght 
And tine condition of CGMS information is judged at the following step S13. If it is CGMS- ^ 1 . 
processing will shift to step S14 and file preservation will be made improper according to the 
^^J^^n^ol^ CGMS. Moreover, if it is CGMS^OCT. since 
be enabled according to a definition, processing shifts to step S16. If it is CQMS-10 
processing will shift to step S15 and CGMS information will further be rewritten by 11 . And 
processing shifts to the following step S1 6. . 
[0048] Copyright information is enciphered in step S16. The encryption key kc is quired from 
predetermined fsoftware from OS1 1. and this encryption is made based on *^^Jjf n 
from that software to this demand If encryption is made let copynght ^f° n ^f^ & 
the header unit of a file be the copyright information encphered at th.s step S16. And this file 
is saved at the following step S17. . _nn^r+#*rl 

[0049] In addition, although [ above-mentioned explanation / each of the computer 1 c °^ ted 
to the network 2 and 3a and 3b, and .„ ] same OS1 1 is carried altogether, this « ; not ^.ted to 
this example. If it is a common protocol mutually, with date G ommun,cataon can , be P***™* 
even when an OS which is different to a computer 1 and 3a and 3b and _ respectrvely is 
carried, the copyright protection system by this invention is applicable . 
ioZlUor^^^o^^one6 flow chart can set up '^T^^^S^ of 
protection of copyrights is not needed by applying this processing, although the m™™™** ° f 
Z filTwhich do'es not support a copyright protection system was taken into --d-ati^ 
[0051] This file being reproduced or performed by the computer, and an A/V data file , being 
made into the video signal of an analog form or a digital method by it the copy as a date file ^not 
on^y betg performed, out. and being outputted outside is also considered. This «*P^^ 
s"gn a l b fecorded for example, by the analog video tape recorder, and. thereby, the infringement 
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of copyright to A/V data may produce ft. Therefore, it is necessary to take into consideration 
also about the protection of copyrights in such a case. 

[0052] Drawing 10 shows notionally the approach of data conversion in case the A/V data 
reproduced from the A/V data file are outputted to the computer exterior. Here, the example 
by which A/V data are changed and outputted to the analog RGB signal is shown. It does not 
illustrate, but by Software A, the A/V data file 12 is reproduced and A/V data are outputted 
also for **. This A/V data is made into the component video signal which both becomes that 
D/A conversion supplied and carried out to an encoder 20 from the signal of each color of 
RGB R signal is supplied to one input edge of an adder 22 among this component video signal. 
[0053] Synchronizing with a video signal, this adder 22 is predetermined timing, with can control 
the addition to the video signal supplied to one input edge of the signal supplied to the input 
edge of another side. This is made in an encoder 20 by supplying the control signal generated 
based on the timing signal used when changing A/V data into a video signal to this adder 22. 
[0054] On the other hand, copyright information is read from an A/V data file by software OS 
[ A and ] 1 1. This copyright information is decrypted with Key kc. and APS information is 
extracted. And the signal for an analog copy limit is generated based on this APS information.^ 
and this generated signal is supplied to the input edge of another side of an adder 22. In an 
adder 22, this signal is added to the horizontal or perpendicular blanking period of R signal 
currently supplied by one input edge. 

[0055] Although not illustrated, this analog video signal is supplied, for example to the HUB 
code / composite video signal converter corresponding to APS while supplying and projecting it 
to a monitor. Since the signal for a copy limit is superimposed at the blanking penod. there is no 
direct effect in projecting to a monitor. However, when it is outputted outside as a composite 
video signal through the RGB code / composite video signal transducer corresponding to APS. 
the signal for anti-copying based on the definition of APS information with which an example is 
shown is superimposed or added to above-mentioned drawing 3 B to this video signal. 
Therefore, even if it records this video signal on a video tape etc., it cannot reproduce as a 
normal image but the copyright over A/V data can be protected as a result. 
[0056] In addition, when an A/V data file is reproduced and it is outputted outside as <*Srta« 
image data, the CGMS information and APS information which were extracted from copyright 
information are transmitted as it is, for example, it is recorded on the predetermined field of a 
tape by the digital video cassette recorder. Therefore, anti-copying effectiveness can be 
acquired easily even in this case. t . ... 

[0057] Next the modification of one gestalt of implementation of this .nventoon is explained. 
Drawing 11 shows roughly an example of the A/V data file structure in this mod.ficat.on, In this 
modification, the A/V data stored in data division are enciphered based on the predetermined 
encryption key kd, and this key kd is enciphered with the copyright information on the header 
unit of an A/V data file based on a predetermined encryption key. In this modification, the 
protection of copyrights of A/V data is more firmly performed by enciphering the A/V data 

itself in this way. _ . . ,. 

[0058] Drawing 12 shows roughly an example of the approach of encryption of the A/V data t.le 
by this modification. In this example, encryption of copyright information and the date 
encryption key kd is performed using the customer management key ku distributed from an A/V 

data file supply side to a user. 

[0059] A/V data are enciphered based on the data encryption key kd which is the supply side 
of this data and has been managed. It is made by this encryption by repeating character 
transposition and substitution according to the predetermined regulation based on Key kd Tn.s 
enciphered A/V data is stored in the data division of an A/V data file. Moreover, the key kd 
used for this A/V data encryption is enciphered based on the customer management key ku 
managed with copyright information at the supply side of A/V data^ This customer management 
key ku is set up to each of the customer who received supply of this A/V data, for example, 
and is passed from an AM data supply side. In this way. in the copyright information and Key kd 
which were enciphered, it is stored in the header unit of an A/V data file as property 

roS ^rawing 13 shows roughly an example of the approach of a decryption of the A/V data 
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file by this modification. In the Art data file passed to the user a header unit is read^ from the 
supply side of A/V data, and the copyright information and the data encryption key kd wh.ch 
were enciphered are extracted from it Moreover, the customer management k^ ku is 
beforehand passed from an A/V data supply side to a user. The copyright .nformation and Key 
kd which were extracted from the header unit and which were enc.phered are decrypted with 
this customer management key ku. And the enciphered Art data which were stored in data 
division are decrypted with this decrypted customer management key 

[0061] Like this example, by using the customer management key ku. an A/V data ^supply side 
can limit use of an A/V data file to a user, and can perform customer management by the side 
of A/V data supply- Therefore, the approach using this customer management key ku is used to 
the A/V data file mass-produced, for example, and is suitable. 

^ The approach ejection of copyrights [ in / on the other hand / one gestalt of 
rcve-mentioned operation ] uses to protection of the copyright about creat.cn of an individual 

[0063]r?d b artion. not only this example but this modification can use the encryption kc 
used miead of *e customer management key ku in one gestalt of ^.^^"iS 
X course in this case, customer management by the A/V data supply s,de .s not performed 

So64l In one gestalt of above-mentioned operation, and its modification, although it explained 
E2*£ invention was applied to OS corresponding to copyright information P*—*^ 
not limited to this example, drawing 14 - this - invention - being ano*er ^ a m ^f ca ^ 
_ ****** — copyright — information processing — corresponding — **** PS naceivmg 
_ ^3 _ inven tion - applying - having had — the time - software -A- - OS 11 
_ • _ a/v — a data file — 12 — between - it can set - processmg - transrbo* - rough 
- beingshown . In addition, this another modification is applicable also to the file structure of 
what [ by one gestalt of above-mentioned operation, and its modrfication Jone 
Fo065] In ^s another modification, read-out of the copyright information from tine Art 
currently made in OS11 and read decode of copyright infoanation are Permed °" s <f 
Tn one gestalt of above-mentioned operation, and its modification. The A/V data file 12 exists 
onXmemorv which is not illustrated at the beginning and is saved the 
hard disk which is not illustrated, for example by directing Prese«vation of this file 12 to 
software A'. In addition, this is applicable to P-servation of the A^V <^ "J*^ 1 ^ fflc 
restricted to this example, for example, were transmitted through the copy of the Art data file 
from the 1 st field to the 2nd field of a hard disk or the network etc. - 
toO^ Prie^ation of the created A/V data file 12 is directed to software ™^££<L 
directions, the header unit of the Art data file 12 to property information » «£«£n 
information is extracted from this read property information. Th,s copyright mformation ,s 
encXreS with the encryption key kc which software A' has in the proper. Copynght 
information is decrypted and decoded based on this key kc ;nfermat ion is not 

[0067] In addition, the encryption key used for encryption of copynght J ™V 

restricted to an encryption key kc like this example. For example, the customer r*^«* 
keX passed to an Art data file supply side to the above-mentioned user can be used as th.s 

S CGM^nformation is extracted from the decoded copyright Ration .and J£J£«* 
according to the flow chart shown in above-mentioned ^^^^ *. A/V data fileJ2 
can be saved. When judged [ that it can save and ] as a resujt of th.s dec won. * V data 
file 12 is written in and saved by OSlf to the predeterm.ned fie d of a hard disk An^ the ^wrjte 
in check of this file 12 is made by OS11\ confirmed information is transmrtted to software A 
and't ts supposed in software A' which received this information that preservation of a file 1 2 
was completed correctly. 

f&feot of the Invention] As explained above, according to this invention. C ?P^ Qn gn 
Nation for performing protection of copyrights is included .n the prope ^ »^^ 0 n 
Sv data file. Therefore, also to the A/V data treated on a computer. ^^^ P "^Sd 
of copyrights can be introduced and it is effective in infringement of copynght being prevented. 
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1 [0070] Moreover, according to this invention, the CGMS information which controls a generation 
limit of a copy to copyright information is included, and the protection of copyrights of A/V data 
is performed with the same concept as what is already introduced by the digital A/V device etc. 
Therefore, the effectiveness that adjustment can be taken is in the view of protection of 
copyrights between the A/V data on a computer, and a digital A/V device. 
[0071] Furthermore, according to this invention, since it is enciphered, copyright information is 
protected from unjust rewriting by the user etc., and is effective in safety being high. 
[0072] Since the property information in which copyright information is included in OS in the 
case of renewal of a file or preservation is referred to further again according to this invention, 
it is effective in the certainty of protection of copyrights increasing more compared with the 
case where same processing is performed, only with application software. 
[0073] Moreover, since processing for the protection of copyrights by this invention is 
performed only by handling at most several bytes of data on software or OS, the newly because 
of protection of copyrights generated cost has the effectiveness which can be disregarded of 
being the thing of extent. 

[0074] Furthermore, since the copyright information by this invention is treated as property 
information on an A/V data file, it cannot be deleted from a file but is effective in the ability to 
perform protection of copyrights more certainly. 

[0075] Moreover, the copyright information by this invention is set up based on the protection 
of copyrights in the digital A/V device which already exists, and a common idea. Therefore, the 
A/V data based on this invention are effective in the ability to transmrt as it is on an interface 
with a digital A/V device. 
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DESCRIPTION OF DRAWINGS 



TBrief Description of the Drawings] . 
[Drawing ll It is drawing showing roughly the system configurate assumed in explanat,on. 
ISZSa \ S drawing showing roughly an example of the A/V data file structure m one 

g^ffl fc^ abbreviation diagram showing an example of CGMS information and APS 
faravSrS It is the flow chart of the copy generation limit by CGMS. 

rSSSg] It is drawing showing roughly transition of processing between the software. OS s, 

and the A/V data files at the time of saving an A/V data file. 

rSrawing 6] It is drawing showing an example of the approach of encryption of copyright 

l£KSl It drawing showing an example of a decryption of copyright information roughly. 
nSBSfl lt is drawing showing the procedure of encryption of copyr,ght ,nformat,on, and a 

decryption more concretely. „™ f ^+;u;i;+w rt f » 

"□rawing 91 It is the flow chart of access to the file in cons,derat,on of the compatib,l,ty of a file 

[Drawing 103 It is drawing showing notionally the approach of data conversion in the case of 
carrying out the external output of the A/V data file. 

g g 11] It is drawing showing roughly an example of the A/V data file structure m a 

iSnWlfl It is drawing showing roughly an example of the approach of the encryption of an 
A/V data file at the time of using the customer management key ku. , an 

fpLine 131 It is drawing showing roughly an example of the approach of the decrypt.cn of an 
AA/ data file at the time of using the customer management key ku. 

mraw^uf Tratrtlon of processing between software when OS does not support copynght 
information processing. OS. and an A/V data file is shown roughly. 

A f p~tftware kc / . An encryption key kd / A data encryption key. 
km / ... A master key, ku / ... A customer management key Pw / ... User password ] ... A 
computer. 1 1 ... OS, 12 .„ An A/V data file, A. B 
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[Method of Amendment] Modification 

[Proposed Amendment] 

[Claim(s)] . , 

[Claim 1] In the protection-of-copyrights approach of the created digital data. 

The step of the encryption which enciphers copyright information based on an f" c ^» n "J^V 

The step of copyright information storing which stores in the predetermined field of a file the 

copyright information by which encryption was carried out [ above-mentioned J. 

The step of the decryption which accesses to the above-mentioned file and decrypts the 

copyright information by which encryption was carried out [ above-mentioned J, 

The step of the protection of copyrights which performs protection of copyrights based on the 

copyright information by which the decryption was carried out [ ab°ve™nttoned j 

The protection-of-copyrights approach of the digital data characterized by ****<.ng) 

[Claim 2] In the protection-of-copyrights approach of digital data according to claim 1 

The above-mentioned predetermined field is the P rotection-of-copynghte approach of the 

digital data characterized by being the field which stores the attribute mformation on the 
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[Claim 3] In the protection-of-copyrights approach of digital data accordmg to dairn 1 

Sep of other encryption which enciphers the body of data of the above-mentioned file 
stored in the above-mentioned file based on other encryption keys 

The step of other decryptions which decrypt the above-mentioned body of data based on an 



encryption key besides the above 
It has in a pan. 



^he Itep o? *e above-mentioned encryption is the protectiorr-of-copynghts approach of the 
^afSta characterized by enciphering tte above-mentioned copyright information, and an 
encryption key besides the above with the above-mentioned encryption key. 
rClaim 4] In the copyright protection system of the created digital data, 
Z ^ryption me^s ^encipher copyright information based on ^ ^cryp^on key 
^copyrighUnformation storing means to store in the predetermined field of a file the copynght 
Information by which encryption was carried out L above-mentioned J. 
A ^tion means to ac^ss to the ebove-merrtioned file and to decrypt the copynght 
information by which encryption was carried out [ above-mentioned J _ . , . 

TheTopyright protection system of the digital data characterized by having the copynght 
^feg^which performs protection of copyrights based on the copynght information by wh.ch 
the decryption was carried out [ above-mentioned J. 
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[003 3]^*, ^cc^^n^^tgtffSi^ ^-if 

t^snsA/v^-^oSf^^^Sfi-r^^K:^ 
[0034] c o>®mmwfrmzim7£<v^i*ifr 6 



(6) 

9 

KPwicS-ta>T£j5fc;?n*. cfifcov^h? 
[0 0 35 1 c^kcfc£*fff^{fccD«<tLT:, m 
irfcaa^a a^ii^ytJtcit l x^-Pg&z&tyi&u 
^^ic^u^YfiipiurfSfflsnsiftfic. fat io 

$7 Wjfe&SfH£3ft&. 

[0 0 3 6] COA/V^-^^r^n/iC^fEni, © 
Tfc;b£, Wx«V7 h^^TBtC^C^-C. A/ 

zntcmfFffismmmztiz* *i^x. vyhv^r 
^s©^-cei-c^it$ nfc^fmfB«^«#ffc s ft 

2>. ±ftO* CGMStciS^e-tBi^Sl^i. COS 
(0 0 37] C*l£06&^OTg7K:^L>fcSf£ 

i>&m s na fe^-c* a, 

[0 038] S8(i, MO06fci;CfB7^^f 

10 0 3 9] :x-~UVfX!7- KPwfcJ:. 0(;U;iL :x-+f 
^J:-7rig5ESia50f5E<Oi^?8^6^:D, OS11K 

CCD^X7~FPwfct V^f^^rA5C4s 

os i ietti»T8^3tifc»£tt:{x, os i logs* 
ft 77 f9*7A<cfeivt^3nfcf^(ctt, V7 «o 

Si ioar/tf^.-* lfc^^^xh-zucoEtfeS: 

[0040] OS1 lttJ:oT. A/V^-S^ WJl> 

4«.>r, JbSGOMkclcS^tt-^bSna. *Lr. 

sreits tnfc^mtrs^ ^cgms RHR^jfta 3 
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[004 1 ] C<B»d. a^fhsn/i:«fPietfr^5C2l^ 

«c. £<omimtiffl.&yy bv*TAicm$tx. 

-C-c^ig^os 1 1 icm*$*tZ>t:±icJ:-?x 
[0042]-^ y7 bV*rAn:&^xfft£ZHrL 

A/Vr-ZlCttUXCGMSmm&E&Zft^ A/V 

t. ^kc«^^i*rsf^moB|^t^3tia 0 

[0 0 4 3] C(0gaSO-^fiS^Cli. 7 

^S^it^fcWli, osi ltc*$c>Tfc3n 
5. roosi iJb-etfc m$&t\Z±x<oy ? j 

tt^xmimmwfisozzti. s-xvyrjjmftvi® 

[OO443 09U, £©7y ^^SSteS^at, 
7t. OS 1 lfcirtta^r ^/l^$re*3r ^*:X<D7 P 
— ^*-h£r5*T. 7 W;i>SC^r*T?-feXa*jrt3ft 
jfef. ^t^S 1 0Ccbl»T*. t(Z)7T-<^ 
OS 1 1 ^«fc5^f¥ffi«g|^^ACc5ai£bTC^^i: 
5;fc#£]»r3ft£. mtf, OSI 1&C45 

[0045] 8=U Sfae^l^^^ACcStj£OTt^ 
^Sti^^iiT, ^7"^ 1 7CC:fcU-C7T ^ >V<OU 
[0 046]—^ X^^3TS 1 0-C7 7^*££ftf£ 

fmtiWR<Da^fb&sfe.3*i^<b. ^WX^-^^S 1 2 

[0047] ^f^s 1 2*c«. a^tsn^smi 



11 

u cgms=* i r TAtiii, tornxxf-v-fs i 

\&Fa!X&Z>±ZtiZ>* £/c£U CGMS=' 0 0" 

[0 048] *<r*:/s 1 6tc;fc<r*T, ^flPlttiWK^BS 
-S£ffc2ttS 0 COBS#/tfc£v M^tfOS 1 l#>fc3r©D 

t 0 0 4 9 ] JiSfiOPSy^-Cfct, * * h 2 

®K^tifc=3>tr^-^i*jj:ac3a. 3 b, • — <D 

fecttX3a. 3 fa. • - - tcttLr-C^H-ZrL&ftZOS 

[0 05 0 1 $/c. Jh^cr>^a-^^-na:. Sfflg« 
*~£*c Jtr.r cod? r y^/p jf&*«<r>H3STS*i. 

[0 05 2lS10t±. A/V^-i^T-OUfrS*^ 

nzw&o* r~*m&J:i£zm&mic7*? 9 cc-c 

tt, A/Var-^AJT^o^RGB^iC^Sntfl^ 
3ft£W£*jM-. @^&-rit. V^F^^TACCJr^ 

tftttibStiS,, COA/V X^-^OtC 
[0053] COJD0S2 2ti. te#OA2J*gCc«|&<* 
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[0054]—^ V? h^^TA&^titSOS 1 I tC 

APSW&#faffiS*i* 0 *VX S C©APSfB«5cS 

S0SCS2 2-C«, COfl% -^A^tcW&^h 

[0 05 5] H^C^C^. tKOT^a^tf^fg^ 
APS L fcR G Bff-^/n 7 h^^fs^ 

.ttBBto*. l/*l/*t#&t APSfcfctjfcbfcRG 

133 Bfc— APSfl^DSasCcS^Tt 

[0 0 5 6] A/V^-^^r^JVa&iH^Sn^ 
Srf^Mi^^^Wffl^tirtCGM S^^J:Cf A P S fjf 

[0057] **c % C^qgcr>HfiScip-^fficCa^WK: 
CCM^a. -T-*a5fc«»Sii7tA/V^-^AJ3fS 

0. «tl)®HfcA/V^-^(D^iS«S^ftt^*><D 
(OO58]012B, C<OSEJ&WtC^:^A/V^-^ 
50 (C4$C»-Ctt. As^T-£^T-t>vm£m*>?~>x-~- 9¥L 
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[0 0 59] A/Vt*-*^ CCD^-^O^I&ffil-cS 

Il-C^6f- ^S-^tSJk d ^^xm^it 5n 
So c^Br-Srftcct*. ^kdCcS^/tflffieco 

^cc»5g^tcc^6ti/csika^ ^tetfif^i^cc, 
tfc<DA/v^^cD^^s^to8ig<D^n^ntc5f 

[0060]@13|i t C^»i:5A/Vf-^ 
7 7 ^^©m^t<^#?*C>-«*ftSro&«IiC^T # A/ V 

£fc, A/V^-^ft^ffll^^JL-^fJc^U-C. ^ 

[006 1] C<DW©«Mfcu )fflS^^8ku^t^ 
^<Dfc&, Ci<Z)jS«W^ku*fflUfc^l± fc « 

tis A/vf- * ? T Y^tc^fb-cffi^ 
[0062] — Ji5^©^o--^JS{c*$t-ta3fPtE 

M>Tjm>£ti7fcfi£5Hb&k c t iottSt^ 

^CCD^CCfi. A/V zr-£mSWt££ Z>m& 

too64] ±&<om&<D-i&i&tej:v^G>m&m±ic 

&m±ox. mimmmmKM&ux^te^QStew 
sir , A/vf-^77^1 2j%t l c%$tt&fim<D 
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-1&f8#s£ZP£<Dgm$ix?[ [ ZO S 1 1 Ktel,*Xt£$tiX 
O/C, A/V^-^^r^^^(D^«l«afiD^HJ 

TA' ±r?rtt3. 2|i, ^ftJ 

ire c<oy r 4 friz <m&£WfctZ c <fc tz£ ^x. 
Fry^^ (om 1 <DS8*£j!p 6^ 2 (D3Si$-s<D A / 

i/r n/c A/v 7 s — **<om&z zic bftmxz 

[0 0 6 6] V^F^xTA' Ocfcfl,r, ffe&Stl/cA 
(CS^, A/Vf« £:?t-OH 2<D^v#UiJ>Z>7 

[0087] feij, SfHgtBS^B^ffcfCfflt^tt^ 

W^6^ -tiSO, A/Vf=-^^x^^ft*&ffil^^^- 
if&cttbxgfsnfcJESg^k u^COBS-^ft^i o 

[0068] I^SnfcSWmtff^^CGMSfBffi^ 

±*a»T;*ftft:5. os i r jcj:^t. cwa/vf- 
&f*5&3:*%em£tiz>. rir, os i r &&~>xc 

^V7F^xrA' 5C*5l**C, 7r W^l 2tDS#*SiE 
40 [0069] 

it. A/V^-^^T^KD^n^^flmtc. ^fEfii 
^>t:^-^_b'Cfi^ti^AXV7 r -^^StL>x^. S 

[0070] as^, c<D&wtc£ti#. &mmntc*t 

1>X 3 tr-cDffift^^SK3IT 5CGMS tf#S#3r£ 

ti. ^^^^^A/vas^^-cacc^A^nri^t 
so <D±w—om&xA/VT-z<Dmmm£iffittti 



(9) 



IS 



[007 11 S^K. t<D#693(CJ:*itf. SftMftS#R 
[OOT23 S6tc*ft. t©3M8K:«fcft». OStcte 

[00731 CO^fc J:*«HW*»fc»^ 

[0 0 7 4] sew:, CO>|fflfcJ:S*fHHII*tt. A 
fpfee&£frfc 9 c £ # $ £ ^ 9 . 

K0*iKWr>t«ffl8tiTl,>5, *<Dfe«>, COS 
WCJ^A/Vf'-Stt. ^^2^A/V«g£<ZM 

> 5r ^ ±«:-e<D« s&arr * c i #-c# s ± v> 

[H2] W 5A/vf-^77>f ;vt» 

®<D— 0f * IBBBfeSifJia-C* * „ 
[■3] CGMS««^<fcCfAPS{S»D-«€:^r«5* 
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[04] CGMStCj:i=it:-ffif^JK<C>7T3-^^- 
[05] A/Vv=-£?y ^iU«r«??T5K<0. V? F 

o^r. os, ^icrA/v^-^^T-f/MiBJcws 

[jgjO] AAf-f7r^^WHi^^ 
[011] ^WK^ttSA/V^-^r^WS© 
[19 1 2 1 8Sg*gS®k u £ttt>fc«£4>. A/V5*— 

[013] ]H£SffiHk.u*JHV>fc»^>. A/Vf- 

<t>, v:*H>*7. OS. A/Vf-^^7>f«^ 

1, 3a. 3b" - a>tr»-4r. 1 1 - • • OS. 
1 2 - - • A/Vt^-^t^K A. B • • • r^lf 
j>r—isa^S7 ^ X 7, kc - ■ • Dt^ftSk kd - 
. . jrlg^ffcSt. km - - *^X££^ Ku - • • 
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